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Policy Statement

INFORMATION TECHNOLOGY AND THE CRIMINAL JUSTICE SYSTEM

Issue
Current and emerging information technologies (the Internet, web services, data encryption, etc.) are available to provide increased efficiency, safety, and coordination of activities among criminal justice/public safety organizations.  While technology can be leveraged to realize these benefits, equal consideration must be given to individual privacy and information integrity.

Discussion
The ability of local, state, tribal, and federal criminal justice/public safety organizations to communicate and share information has never been more critical to our nation’s safety.  Over the decades, first responder, police, prosecutor, court and corrections agencies have created their own data systems to manage their unique missions.  The evolution of this information technology infrastructure has resulted in a cacophony of independent systems that perform a single function well, but fail to interact with each other.

A coordinated and federally supported approach to information sharing is needed to ensure that local, state, and tribal solutions are ultimately compatible with other state, tribal and federal systems, e.g. a system-of-systems.  Since the nation’s first responders are actually local responders – and since the nation’s criminal justice system is based primarily on information collected stored in justice systems – information technology investment made at the local, state and tribal level should be encouraged, supported and funded by federal policy makers.

Positions

Data Integration/Information Sharing: 

In most parts of the country, the information systems used by justice agencies are independent of one another – personnel from one agency cannot access the records of another and information must be re-entered into each system as a case moves from one step in the justice process to the next.  Because complete information is not always available at the time critical decisions are made (should an arrest be made; what charges should be brought; what sentence will best protect society; when is the correct release date) society is put at greater risk and the effectiveness of the criminal justice system may be compromised.  In addition, inefficiencies inherent in a largely paper-driven process waste the finite resources of the justice system on purely record administration functions.

Beyond the tactical sharing of information between justice organizations, a critical need exists for expanding our capabilities to collect and analyze justice information.  Accessing and analyzing information from seemingly unrelated sources allows justice officials to identify and anticipate the development of complex social conditions that create the conditions for increased crime and violence.  In the case of terrorism, only by piecing the universe of information together, distilling it into intelligence, and sharing that intelligence appropriately across the justice enterprise, can terrorist plans be disrupted and investigations come to speedy conclusions.

With respect to data integration/information sharing, it is the position of the NCJA that:

· Federal policy-makers should encourage the coordinated planning and development of information sharing systems by providing funding specifically for projects that eliminate unnecessary duplication of effort, increase the timeliness, and improve the accuracy of justice information while increasing our capability to identify criminal and terrorist threats before events occur.
· State and tribal governments should provide leadership, funding and technical assistance to state/tribal and local justice agencies to ensure that all agencies – regardless agency size, location, budget, or software vendor – have the opportunity to participate in a nationwide system-of-systems justice network.

· State and tribal governments should define enterprise integrated justice architectures, develop standards to ensure compatibility between state/tribal and local information systems, create funding mechanisms to support ongoing information sharing operations, and modify statutes relating to open records and privacy to accommodate and encourage information sharing between/among public safety organizations.

· State, local, and tribal governments should leverage existing technology for information sharing when logically and economically appropriate.  When it is necessary for the development or purchase of a new system, agencies should require that the new technology support information sharing.

· Private sector entities that provide information systems to public safety organizations should develop systems based on open standards and recognized XML schema, and they should provide agencies with cost effective solutions to securely share agency data in a manner prescribed in each state’s and tribe's integrated justice architecture.

With respect to crime reporting and analysis, it is the position of the NCJA that: 

· Federal, tribal, and state policy makers should encourage local participation in, and provide funding for, incident, crime, and adjudication reporting to allow for the comprehensive analysis of justice statistics and to measure the performance of government-funded projects intended to prevent or reduce criminal activity.

· State and tribal governments should develop data analysis and crime mapping capabilities to enable state, tribal, and local policy makers to analyze crime statistics and to identify previously unknown relationships between criminals, their activities and the geographic areas in which they operate.
Privacy, Confidentiality and Information Security:
While the broad and expanding use of information technology by the justice community is clearly in the public interest, the privacy of individuals, confidentiality of information collected, and the integrity of information systems must be major considerations in all automation efforts.

In the past, the inherent limitations of paper-based systems have provided a certain level of privacy protection.  As we move from paper to digital, however, significant care must be taken to protect public safety systems and the information they contain.

With respect to privacy, confidentiality and information integrity, it is the position of the NCJA that:

· Federal, tribal, state, and local governments that collect information for criminal justice purposes should comply with applicable government privacy regulations and incorporate policies; safeguards; and robust audit capabilities to prevent information misuse, unauthorized access to databases, and inappropriate dissemination of personal information.
· Federal, tribal, state, and local governments that collect information for criminal justice purposes should ensure that information is accurate and complete before sharing that data with other agencies and criminal justice systems and that information with personal identifiers is sufficiently secured to avoid invasive use, exploitation or injury to private individuals.

· Federal, tribal, state, and local governments that collect information for criminal justice purposes should develop and strictly adhere to information security procedures that are commensurate with the sensitivity of the information collected. 

· State, local, tribal governments that develop and maintain mission-critical information systems should ensure information availability through disaster recovery and business continuity planning.
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